Privacy Notice

This policy is effective from 20 August 2026.

This policy covers all activities and services operated by the Language Data Commons of
Australia (LDaCA), including via the project website, data portals and Authentication and
Authorisation Infrastructure (AAl).

As this policy is updated over time the latest version will be made available on the LDaCA
website: https://www.ldaca.edu.au/.

Name of the
Service

Language Data Commons of Australia AAl Service (LDaCA)

Description of the
Service

LDaCA AAl carries out registration and authentication of users,
manages personal data for access control to services, and
delivers access control data and relevant personally identifiable
information to other services relying on it.

Data controller and a
contact person

Program Manager, LDaCA
The University of Queensland
(Idaca@ug.edu.au)

supervisory authority

Data controller’s data NA
protection officer (if

applicable)

Jurisdiction and AU, Australia

Instructions to lodge a complaint are available at The Office of the
Australian Information Commissioner.

Personal data
processed and the
legal basis

LDaCA gathers contact and identifying information from your
home organisation or login provider and personal data you
provide, including your:

e name

e email address

e home organisation

e other identifiers provided by your identity providers (e.g.
unique identifiers, affiliation)

e other information that defines your authorisation to access
services, which may include sensitive information such as
birth date and cultural background

e |og files on your service activity which may include dates,
times, IP address and services accessed
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Personal data is necessary for providing the Service in full. Other
data you have consented to share is also processed.

A user may choose not to identify themselves however this may
limit our capacity to provide a service.

We use legitimate interest as the legal basis for processing data;
processing such data is needed for the purpose of delivering
services in a safe and secure manner.

Purpose of the
processing of personal | LDaCA processes your personal data to identify and authenticate
data you as a user of the services, and to manage your access rights
and other personal data for the services.

Personal data in log files produced by the LDaCA components will
be used only for internal administrative, operational, accounting,
monitoring and security purposes. Personal data of this kind is
processed based on legitimate interests of the LDaCA Service
provider. Aggregated and de-identified data may be used for
promotional purposes (e.g. ‘LDaCA had XX number of people from
NSW who accessed services’).
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Third parties to whom | LDaCA will release your personal data to the third-party services
personal data is (personal data processors) which you access via LDaCA for
disclosed service operation.

The current list of processors is:

o AAF (https://aaf.edu.au/)
(AAF is based in Australia)

e ClLogon (https://cilogon.org)
(ClLogon is a service provided through AAF. It is based in
Australia)

e CADRE(https://cadre.ada.edu.au)
(CADRE is based in Australia)

LDaCA may disclose/share this information to other authorised
participants via secured mechanisms. Disclosure to third parties is
limited to data necessary to provide services, usually in
conjunction with security and operation incident handling.

We will not otherwise disclose your personal data to any third
party without your prior consent unless we are obliged to do so by
law, or where we need to do so in order to carry out the successful
operation of the Service.

Reasonable measures are taken to protect personal data from
loss, unauthorised access, modification, disclosure or misuse.

How to access, rectify | Go to https://www.ldaca.edu.au/contact or contact the Data

and delete the Controller above.

personal data and

object to its To rectify the data released by your Home Organisation, contact
processing your Home Organisation's IT helpdesk.

Withdrawal of consent | If you wish to withdraw consent for the processing of your personal
data, contact the Data Controller (see above.)

Data retention Your personal data is deleted on request. You have the right to
obtain from the controller the erasure of personal data concerning
you without undue delay and the controller has the obligation to
erase personal data without undue delay.

The operational logs and related information are kept
independently in order to guarantee the security of the
infrastructure and its optimisation.
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To delete data held by your Home Organisation, contact your
Home Organisation's IT helpdesk.

Data Protection Code
of Conduct

Your personal data will be protected according to the Australian
Access Federation Federation Rules, a common standard for the
research and higher education sector to protect your privacy.
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